FINGERTEC CLOUD CENTER

FINGERTEC CLOUD CENTER (FCC) MANUAL

1.0 Introduction

FingerTec Cloud Center is a web platform for users to integrate their FingerTec terminals within a
web application in order to keep safe their terminal information, transactions data and user data as
a backup. Any mishaps in data handling be it in the software or hardware can be solved by simply
retrieving the backup data. However, do take note that the data kept in the FingerTec Cloud Center
is in raw format and is only comprehensible when transferred to either the Ingress or TCMS software.
The cloud center will centralize the data from all FingerTec terminals in a real-time manner.

To use FingerTec Cloud Center, you will need to insert the FCC IP into the terminals. Once the IP is
inserted into the terminals, you will need to proceed to activate the terminals in the software. The
terminals will start to send data (terminal information, transactions data and user data) in real-time
back to FCC through an active connection. In the event of a connection failure, the terminals will store
the data into a buffer memory and resume sending the data once the connection is established again,
hence avoiding any loss of data and records.

To highlight the differences between the conventional connection to the FingerTec Cloud Center
connection method, refer to the table below.

Conventional Method FCC Method

® Data is stored in each individual FingerTec terminal ® Data will be centralized and stored in the FCC

® Data will need to be downloaded into the Software ® Datais uploaded into FCC in real-time

e [nstallation of software is a must to control and manage the e Once terminal is connected to the FCC, all management will
terminals be web-based

® For multiple-site installation, configuration on the router/port ® Simply configure the terminals by entering the FCC IP address and
forwarding needs to be done at each router on each site port to connect the terminals at multiple sites back to the FCC

Note: FCC is not a complete time attendance or door access solutions. It is only an intermediary software to consolidate the
data from FingerTec terminals into a centralized database as a backup. FCC do not provide any form of attendance or access
control analysis; it provides terminal list with information of the version of the terminal, total transaction count, algorithm
version, user and & fingerprint count in the terminal . These raw data will be presented line by line. FCC also do not provide any
reports because it is not integrated with any calculations logic.



1.1 FingerTec Cloud Center Supported Devices

Below is the list of terminals which you can connect to the FingerTec Cloud Center and
these terminals are preloaded with Webster. Terminals that are not in the list cannot use FCC
due to technical limitations and no customization requests will be entertained.

FING@RTEC

FingerTec Cloud Center Supported Products — Webster Loaded
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AC100C TA100C TA200 Plus R2 & R2c R3 Kadex
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Q2i FacelD 2 Face D 3 Face lD 4 Face ID 4d i—Kiosk 100 Plus

2.0 Configuring FingerTec Terminals and FingerTec Cloud Center.

2.1 FingerTec Cloud Center Registration
limitations and no customization requests will be entertained.
a) ViaWarranty Submission Page

During warranty submission, you can subscribe for the FCC at the Submission Page. Once
you have entered the details in in the Global Product Warranty Page and click Submit, you
will be prompted the FCC selection. Click on “Subscribe” and proceed with the subscription.

FinG@RrRTEC GLOBAL PRODUCT WARRANTY

Your FingerTec Global Warranty submission is received.

5@ timeTec

For Cloud-Based Time Attendance
Solution, click on TimeTec to
experience accessible employee and
attendance data online. Configure your
worklorce scheduling. company
workforce policies and compliance for
a more effective workforce

managemnent fof your ¢ompany

FINGERTEC CL

FingerTec & offenng storage of your
terminals’ database at FingerTec
Cloud Center to gel your data backed
up and to avosd data lost




b) Register Directly from the FCC link

G@RIEC
UD CENTER

One Clotid'Solution

Centralizes your data from multipie lecations in one cloud
slorage.

Email

Password

Lagin Subscribe
Forgol Password

LI
fwiamazon
B web senvices
eaparted by Amaron Wb ervces

If you have submitted your warranty before FCC is launched, you can go to the FCC page
at the link below and click on the Subscribe button.
http://fcc.fingertec.com/

EN(FTEC T

e

FINGERTEC CLOUD CENTER

Let's Create Your Account

You are one step away from having your own FingerTec Cloud Center account.

wilh you mation and cr X “hiecke again and sul ation o us

Email
Enier a Password
Re-enter Password®

Name*

-+ You will be re-directed to the registration page as per below.



2.2

Titke

Industry

Comgany Name-

Addrass 1
Address 2
City

Zip Codo
Stater
Country
Time Zone:
Telephone
Dealer Namer

Securty Code

Ms.
Cloud Computing / Wet
TimeTec Computing

No 68 & 10

Jalan BK 372

Puchong

4180

Selangor

Malaysia

GMT +8:00

0380709933

TimeTec Computing Sdn |

25 4:8

28548

) 1 ave readt ant agees s FOC Tarms & Condiicns

- Enter all the data required and click on “Get FCC Now".

-+ Once the registration is successful, you will get a confirmation message and will be
re-directed to the FCC's login page.

FING@RTEC

Registration Successfull

You will be redirected to FingerTec Cloud Center login page in 5 seconds.

FINGERTEC CLOUD CENTER

Configuring FingerTec Terminals

Now enter the IP address and Port of the FCC Software into the terminal before you can
establish a connection between the FingerTec terminals and FingerTec Cloud Center.

+ Login to the FCC Account

G@RIEC
UD CENTER

One Clolid'Solution

Centralizes your data from multiple locations in one cloud

slorage.

Email

Password

Fargot Password

SErvices.
Supponied by Amascn Web Services



TERMINAL LIST

Download Al Data | Reboot | ClearLog | Clear AlData | Add Terminal

FINGERTEC CLOUD CENTER Serial Terminal | Terminal Firmmwane Algorithm
u Descriphion Viersion Viersion

Hurnber 1]} Marme

Welcome, Julianna

- 2 Teating Ver 6.60 Aug 24
3104281 1 i Hlcrored i 10

E| TERMINAL LIST

Webster IP O
54 215.80.154

Check the Webster IP address and Port number of the FCC on the bottom left of the page.

Determine the model of your terminal and follow the steps below to set the Webster IP
and Port No. accordingly.

For Color Screen (AC100C, TA100C, TA200 Plus, R3, Q2i)

Go to Menu > Comm. > Web Setup > Set the IP and port according to the information
obtained from your FCC page.

For Color Screen (AC100C FMM, TA100C FMM)

Go to Menu > Comm. > Webserver > Set the Server Address and Server Port according to the
information obtained from your FCC page.

For i-Kiosk 100 Plus

Go to Menu > Comm. > Webserver Settings > Set the Webserver IP and Webserver Port ac-
cording to the information obtained from your FCC page.

For Face Series (Face ID 2, Face ID 3, Face ID 4, Face ID 4d)

Go to Menu > Connection > Webster Setting > Set the Webserver IP and Server Port accord-
ing to the information obtained from your FCC

For Black & White Screen Series (Kadex & R2)

Go to Menu > Options > Comm Opt > Webserver [P > Set the IP obtained from your FCC
page > \Web Port > Set the port obtained from your FCC page

Once these settings is configured correctly, you can now proceed to add your terminals
to FingerTec Cloud Center.



2.3

Adding Terminals to FingerTec Cloud Center

You must add the terminals to the Cloud Center before you can start to backup the data
from the terminals.

- To add the terminals, go to the Terminal List page > Select Add Terminals.

TERMINAL LIST @@
.
: Download All Data | Reboot | ClearLog | Clear All Data Add Terminal SUBSCRIPTION

FINGERTEC CLOUD CENTER a Serial Terminal | Teminal
Number D Name

r— [ | l l [ L Irer T ]

O 3104281 1 Qi ing‘fq Wi o0 020 10 24 21 | 125 | GO |1e21681200| ZISATIS . m S

Firmware Algorithm Tmnsaclmn User [ FP | Time

Temninal | Subscripion | Lo
Version Version Count | Count | Zone

R Activation

Descripiion

IP Address Created Time

=] TeErRMNALLIST

- Enter the serial number of your device and select which software you want to use this
backup data with. Both Ingress and TCMSV2 do not have the same product keys and acti
vation keys thus you will have to select the software correctly.

ADD TERMINAL

Serial Number © Ingress © TCMS V2
Serial Number [ ] omnges oTomswz
Serial Number |:| O Ingress O TCMS V2
Serial Number l:l © Ingress (O TCMS V2
Serial Number I:l © Ingress O TCMS V2

Nole: Serial Number is compulsory to identify the specific terminals you want to add fo FCC.

« Once you have keyed in the product and activation key correctly, you will see the device
appearing on the Terminal List page. Now you can proceed to use the function available
in the Terminal List Page.

2.3.1 Download All Data

The data will be pulled to FCC in real time manner. However, in an event of network
down, you will need to re-initiate the download process manually by clicking on the
Download All Data button.

Note: If you are using this terminal compatible to TCMS V2 software, please make sure that the data
has been downloaded to FCC first before you download it to TCMS V2. This is because if your terminal is
connected to TCMS V2 via TCP/IP Cable, the data will be automatically deleted once it is downloaded to

TCMS V2 software.
TERMINAL LIST OI0IC)
.
- Download All Data | Reboot | ClearLog | Clear All Data ‘Add Terminal SUBSCRIPTION
.
FINGERTEC CLOUD CENTER Serial Tem\m.il Terminal Fimmware Algorithm Tmnsachun User | FP | Time 5 Terminal Subscripfion
B humber Name | Description Version S Count | Count | Zong | 'PAddress | - Created Time Status ki Eat

o ko S S N S -

O 3104281 1 Qi PT&“":‘,‘;‘D il o 10 2 21 | 126 | SN ez | HISILIS . m 1

E] TeErmMNALLIST




2.3.2

2.3.3

234

Reboot

In any case that you need to restart the terminal, you can do it from this page as well.
Select the terminal by ticking the checker and click on the reboot button.

Clear Log

If you want to clear the logs in the terminals to prevent the overflow of data, you can
select the clear log options in the Terminal List page. Select the terminal by ticking
the checker beside the serial number and click on clear log. You will be prompted
with a confirmation whether you want to continue to clear the logs. Click OK to con-
tinue and Cancel to abort.

TERMINAL LIST @@ ®
Download All Data | Reboot | Clearlog | Clear All Data | Add Terminal [ l SuBsCRPTION
Serial | T || Terminal - | PAlgorithm | Transaction | U: FP | T = Terminal | Subscriph 7
Namber | 0D | Neme | DeseAwbon | NSl | “orson | | Count | Goumt | Count | Zong | 'PAddress | Crested Time Sas | Achvabon | EOt
= [ I I I I I I ]
Tesfing Ver 6.60 Aug 24 GMT 2015-07-15
‘ 3104281 1 Qz2i Puchong 2012 10 24 121 126 +8:00 192168 1222 155953 m _'m'

Clear All Data

If you want to initialize your terminal, you can use this function to clear all the user’s
data as well as the transaction log from the terminal. Select the terminal by ticking
the checker beside the serial number and click on clear all data. You will be prompted
with a confirmation whether you want to continue to clear all the data. Click OK to
continue and Cancel to abort.

TERMINAL LIST @ @@
Download All Dala | Reboot | Clearlog | Clear Al Data | Add Terminal Bt b SusscRPTION
ot [T o | e | G [ [t [0 | T [ I [ raemas | s | T [t |
2 | ]l Il Il Il Il Il | I
Tesfi Ver 6.60 Aug 24 GMT 2015-07-15 5
‘ 3104281 1 azi Parom | a0 10 24 21 | 126 | Q0 1921881222 NoEaics £

Message from webpage

e Do you want to clear all data?




3.0

User Transactions

« You will be able to view the users’ information in the terminal such as the Name, User ID, Card
Number, Privilege, User Group and the created time of the user.

USER

* Exclusively for Premium subscribers.

3104281

Serial Number User ID Name Card Number Privilege User Group Template Count Created Time

®O®®

- I

(L I |

3104281 1

3104281 2 KLSLS Suzanne
3104281 3 KLMM Mazni
3104281 4 KLKK Kevin
3104281 s KLAF Athira
3104281 6 KLAGA Afigah
3104281 7 KLAK Aysha
3104281 8 KLAZ Annisa
3104281 9 KLBA Nadia
3104281 10 KLDK Deepa

Page 1 of 9 (86 items) 2345673823930

]

7281523
526166
7235903
5201731
9625775
3544167
1396165
252014
252013

User # 1 2015-07-20 14:19:15
User 1 0 2015-07-15 11:23:24
User 1 0 20150715 11:23:24
User i 0 2015-07-15 11:23:24
User 1 0 2015-07-15 11:23:24
User 1 0 2015-07-15 11:23:24
User 1 0 20150715 11:23:24
User 1 0 20150715 11:23:24
User 1 [ 2015-07-15 11:23:24
User 1 0 2015-07-15 11:23:24

- Full access to Transaction Tab. You can view all the transaction available in your terminals in detail
complete with the Check Type, Verify Code, Work Code and the Clocking Time.

TRANSACTION
* Exclusively for Premium subscribers.

3104281

Check Type

®o®®

Verify Code:

3104281 680 SF Lim
3104281 680 SF Lim
3104281 630 SF Lim
3104281 680 SF Lim
3104281 680 SF Lim
3104281 630 SF Lim
3104281 680 SF Lim
3104281 680 SF Lim
3104281 680 SF Lim
3104281 630 SF Lim
Page 1 of 6 (SSitems) < [1] 2 3 4 5 6 [3]

2015-08-20 09:51:50
2015-08-20 09:51:10
2015-03-20 09:50:31
2015.08-19 17:43:49

0
0
0
0
0 2015.08-19 17:43:43
0 2015-08-19 17:39:31
0 2015-08-19 17:38:23
0 2015-08-19 17:31:53
0 2015-08-19 17:30:23
0

2015-08-11 17:13:40

Note: If you are using this terminal compatible to TCMS V2 software, please make sure that the data has been downloaded
to FCCfirst before you download it to TCMS V2. This is because if your terminal is connected to TCMS V2 via TCP/IP Cable, the
data will be automatically deleted once it is downloaded to TCMS V2 software.



4.0 Retrieving Data from FCC and Restore it to the Software

In an occasion that your data is lost or missing or even corrupted, you can use the backup in FCC to
replace the lost data. To retrieve the data from FCC, follow the steps below.

+ Go to the Terminal List Page and select whether to Export the backup to TCMS V2 or Ingress.
Click on the software button of your choice.

TERMINAL LIST @@ ®
Download All Data | Reboot | ClearLog | ClearAll Data | Add Terminal SUBSCRIPTION

Terminal Subscripfion 5
Number D Name BEEILIIE Version Version Count Count | Count | Zone Status Activation &

lﬁlﬁl—|l—|l—|l—|l—|gg-l—|l—|

— Testing | Ver8. ao Aug 24 GMT 2015-07-15 5
] 3104281 1 Q2 Puchong 10 121 126 | Ggp 1921681222 155953 1

_ - Once the link is ready, you will need to download
[AtoH Rt x it to the PC by clicking on the green arrow button.

= Serial Terminal | Terminal s Finmware Algorithm Transacfion User FP Time IP Address Created Time

ownioad Lk = . ‘Once the'Z|p folder |s.dOV\'/nIoad<.ed to the PC, you
will need to import this file directly into the software

because you will not be able to make sense of the
m TCMSV2_Backup zip 0 files in the zip folder as all the files are encrypted.
——
Import the zip file directly info TCMS V2 soffware. The files
camnof be extracted individualy:

Any questions you have about FCC, direct your email to support@fingertec.com.



